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1.2 PRk
« 2% bpf_override_return 2 [ (5T kernel/trace/bpf_trace.c), 4’5 FlT1& i HAth ZF 745 1) ebpf helper 2
|
* GG Y demo FEJE, BRI A S E (4R
o RS E AFEE QTR E 4 3
o PRI, B AT A T

1.3 HXEE

e 3% https://gitee.com/openeuler/kernel.git 4337 : openEuler-22.09

* https://gitee.com/openeuler/kernel/tree/openEuler-22.09/

2. FEARFGERITH
2.1 ebpf %

BERT—FLAE: > ebpf HLEIFH HAw S ebpf AKAIRR, HBIRIHELLA -
* BCC
* libbpf-bootstrap(BPF-CORE)
* ff samples HR FHHDFEFFHEE] Android |
ZHIVAG S B (5 EA

| FRG HRRUER | I gERE |- cpu o5 F- TR AE 3R - T
BEBNBIBE || IAE | - AAE H A FE 3R - e T v IR A - swap HERE || SO R SE | - MRS 25 SO v 5 e Mt 1|
1/O | - top5 HEFE 1/0 it 4t~ 1/0 FEIR || 4% | - TCP,UDP [ b R4 #k- TCP,UDP [ b R AT EALH- (45 FE 1 |

PreixtT- ebpf PLEIEL B ebpf Ryl ] ik L 1 i)

2.2 Z7384HxK-X86

WFEPTR, B SMREEUA S, FESETAZ A ERA R
e unsigned long di;
* unsigned long si;
* unsigned long dx;

* unsigned long cx;
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Full register  32-bit 16-bit 8-bit low  8-bit high

Use in calli ti
(bits 0-63)  (bits 0-31)  (bits 0-15) (bits 0-7) (bits8-15) = " congconvention

General-purpose registers:

Callee-saved?

%rax Y%eax Y%bax %al %ah Return value (accumulator) No
Yerbx Yoebx Yebx %bl %bh - Yes
%rex %ecx %CX %.cl %ch 4th function parameter No
3rd function parameter
%rd %ed %d %dl %dh . N
rex o X Second return register (for 9-16 byte return values) °
%rsi %%esi %si %sil - 2nd function parameter No
%rdi %edi %di 2%dil - 1st function parameter No
%r8 Yordd %réw %r8b - 5th function argument No
%r9 %r9d orow %r9b - 6th function argument No
%r10 %r10d %r10w %r10b - - No
%r11 %r11d %6r11w %r11b - - No
%r12 %r12d %r12w %r12b - - Yes
%r13 %r13d %r13w %r13b - - Yes
%r14 %r14d %r1dw %r14b - - Yes
%r15 %r15d %r15w %r15b - - Yes
Special-purpose registers:
%rsp Yoesp %sp %spl - Stack pointer Yes
Base pointer
%rbp Y%eebp %bp %bpl = . . Yes
(general-purpose in many compiler modes)
. ) ) Instruction pointer
% % % - - ‘ .
erip c€lp °Ip (Program counter; called $pc in GDB)
%rflags %eflags %flags - - Flags and condition codes No .
image-
20220421113134688
3. B EHAT
FHIIATRIRRS 5 B AR JE T linux-5.15
3.1 bpf_override_return 447
3.1.1 #hk
=g 3 b .
R LAME Ty AR v o 30 M R R T -
long bpf_override_return (struct pt_regs *regs, u64 rc)
/* Description
* Used for error injection, this helper uses kprobes to override
* the return value of the probed function, and to set it to *rc*.
* The first argument 1is the context *regs* on which the kprobe
* works.
*
* This helper works by setting the PC (program counter)
* to an override function which is run in place of the original
EETT)
1.1. ZRFxE 3
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probed function. This means the probed function is not run at
all. The replacement function just returns with the required
value.

This helper has security implications, and thus is subject to
restrictions. It is only available if the kernel was compiled
with the **CONFIG_BPF_KPROBE_OVERRIDE** configuration

option, and in this case it only works on functions tagged with
**ALLOW_ERROR_INJECTION** in the kernel code.

Also, the helper is only available for the architectures having

the CONFIG_FUNCTION_ERROR_INJECTION option. As of this writing,

x86 architecture is the only one to support this feature.
Return

L T

0

%
N

I AE B AU R DEAR), BT kprobes BRg B s B0k BIME, FFHIHN rc
%‘ﬁ/\ﬁéﬁl% kprobe TAERY_E R struct pt_regs
ARESY il iR PCRIRE i 8ids) B B e B AR, X178 ot bR B U SR I A R B0 A 7
E’Jﬁﬂf%%ﬁﬁﬁ!‘ﬂ‘]@%&*ﬁﬁifﬁﬁﬁﬁ, 11T F 78 i R RS [ 1 e 55 )R [ 4
AIAM EHIES], XA B R B0 A R R R LUACRI B DARISRARAE R AT 3, A — BB 4

* {YfEf# /i CONFIG_BPF_KPROBE_OVERRIDE Jif B el i W AZ I FT T, 9 HLAGE T WA
%ﬁ ALLOW_ERROR_INJECTION #7iz i 5

* {# I FH4 CONFIG_FUNCTION_ERROR_INJECTION J35 (1) {4 2 4544
* 7£ Linux-4.19 }Z Hii A X86 SCHRHXATIEE, (H27E 5.15 FCfRFrRiit g L)
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4
e ptrace.h arch/armbéd/include/asm 1
inline void regs_set_return_value(struct pt_regs *regs, unsigned long
- ptrace.h arch/csky/include/asm 1
inline void regs_set_return_value(struct pt_regs *re
d ptrace.h arch/powerpc/include/asm 1
inline void regs_set_return_value(struct pt_regs *regs, unsigned long

" ptrace. h arch/riscv/include/asm 1

inline void regs_set_return_value(struct pt_regs *rec

- ptrace.h arch/s390/include/asm 1
inline void regs_set_return_value(struct pt_regs *regs, unsigned long
d ptrace.h arch/x36/includefasm 1

inline void regs_set_return_value(struct pt_regs *regs, unsigned long

20220524105121269

3.1.2 AR

HPHRAIT , T2 B U ax (B s EGR [mHED AEARR TS CERiEE] 1) PC 24k intel |54 IP 11
FRIF, 2 CS:IP):

bpf_override_return
—-—>regs_set_return_value
——>override_function_with_return

//kernel/trace/bpf_trace.c
BPF_CALL_2 (bpf_override_return, struct pt_regs *, regs, unsigned long, rc)
{
regs_set_return_value (regs, rc);
override_function_with_return(regs);
return 0O;

//arch/x86/include/asm/ptrace.h
static inline void regs_set_return_value (struct pt_regs *regs, unsigned long rc)

{

EET )
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regs->ax = rc;//16 ¥ax

//arch/x86/1ib/error-inject.c
asmlinkage void just_return_func (void) ;

asm (
" text\n"
".type just_return_func, Q@function\n"
".globl just_return_func\n"
"Just_return_func:\n"
" ret\n"
".size just_return_func, .-just_return_func\n"

)i

void override_function_with_return (struct pt_regs *regs)

{
regs->ip = (unsigned long)&just_return_func; //#& it % N L 4 16 % ip

3.1.3 ALLOW_ERROR_INJECTION #

i# R EOIn A ALLOW_ERROR_INJECTION, {#f8Z K $ T AR bpf_override_return 5k A
H

//include/asm-generic/error—-injection.h
#define ALLOW_ERROR_INJECTION (fname, _etype)
static struct error_injection_entry __used
__section("_error_injection_whitelist")
_eil_addr_##fname = {
.addr = (unsigned long) fname,
.etype = EI_ETYPE_##_etype,
Yi

HSERLEE L T4 error_injection_entry ZiHIf, BAGHRSIMREE, RATER:

struct error_injection_entry {
unsigned long addr;
int etype;
bi

Hdr addr B REGAIE, etype B2, FHEEUNA error_injection 4

3.2 tracex7_kern.c 53t

3.2.1 kern.c

//samples/bpf/tracex?7_kern.c
#include <uapi/linux/ptrace.h>
#include <uapi/linux/bpf.h>
#include <linux/version.h>
#include <bpf/bpf_helpers.h>

1

(AN
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SEC ("kprobe/open_ctree")
int bpf_progl (struct pt_regs *ctx)
{
unsigned long rc = -12;//Z X F E & o & E H

bpf_override_return(ctx, rc);//H # i |l bpf override return

return 0O;
}
char _license[] SEC("license") = "GPL";
u32 _version SEC("version") = LINUX_VERSION_CODE;

AIPAER], X BERKWEECZ open_ctree, & btrfs XHFRFEH I EEL

open_ctree() $TFF 3, ARG MO A HITHI Y ctree_header 53] root 5 s fERI R, SRIGHILAIL— D INAERT
% tree_buffer F5 X, SRIGHIEA1L radix tree,

XA R RO AN T -

//fs/btrfs/disk-io.c
int _ cold open_ctree(struct super_block *sb, struct btrfs_fs_devices *fs_devices,
—char *options)

{

}
ALLOW_ERROR_INJECTION (open_ctree, ERRNO) ;

oA AE B i 5 2 — 4~ ALLOW_ERROR_INJECTION 7%, X A~ % 7 B T % oK 40 7 DA 8¢
bpf_override_return {5

3.2.2 user.c

//samples/bpf/tracex7_user.c
#define _GNU_SOURCE

#include <stdio.h>
#include <unistd.h>
#include <bpf/libbpf.h>

int main(int argc, char **argv)
{
struct bpf_ link *link = NULL;
struct bpf_ program *prog;
struct bpf_object *obj;
char filename[256];
char command[256];
int ret = 0;
FILE *f;

if (largv[1l]) |
fprintf (stderr, "ERROR: Run with the btrfs device argument!\n");
return O;

1.1. =RERRE 7
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snprintf (filename, sizeof (filename), "%s_kern.o", argv[O]);//$?§U&_kern.
oM Bk 4
obj = bpf_object_ _open_file(filename, NULL);//%k Hl * _kern.o
if (libbpf_get_error (obj)) {
fprintf (stderr, "ERROR: opening BPF object file failed\n");
return 0O;

prog = bpf_object__ find_program_by_name (obj, "bpf_progl");//# F kern.od #_
wbpf_progl F B
if (!prog) {
fprintf (stderr, "ERROR: finding a prog in obj file failed\n");
goto cleanup;

}

/* fmBBPFRJF */

if (bpf_object__load(obj))
fprintf (stderr, "ERROR: loading BPF object file failed\n");
goto cleanup;

link = bpf_program__attach (prog); //attach bpf 12 JF

if (libbpf_get_error(link)) {
fprintf (stderr, "ERROR: bpf_program__attach failed\n");
link = NULL;
goto cleanup;

snprintf (command, 256, "mount %s tmpmnt/", argv([1]);//
f = popen (command, "r");
ret = pclose(f);

cleanup:
bpf_link__destroy(link);
bpf_object__close (obj);
return ret ? 0 : 1;

3.3 bpf_override_regs 3£}

P HE LH bpf_override_regs , MEJEEMAFETIME.

#define FUNC_PARM 0 //RBHEANE, HUXHEBH=ZANSE
#define FUNC_RETURN 1 // R W& E 1A
#define FUNC_PARM_RETURN 2 //1 ¥ N\ % +& [H &
/**
* bpf_override_regs - 5K £ F 7 &
* @regs: FHEHBLETX
* @flags: E N &, ¥ B FUNC_PARM, FUNC_RETURN, FUNC_PARM RETURN
C THXATEREE TR
*/

int bpf_override_regs (struct pt_regs *regs, int flags, ...)

{

ET )
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FI AT S B 2 WS 2 BB a7 Aas B SCie ek, iR U2 BB MR ORI A S T4, LA 12
PREAIITT, RIRZ IR = ASI BN, RIEMERME SO SR ERZ2—RER, T2 A5

L B s
2. B PC
ERA LA ) BT 20 -

o REMERA—AFFA ax, (HEASIETRESAZA, X REFRZHMI X, i ZER XS —
e

* bpf_override_return jgiflad F 44 AT AORBIE R BUR 5 7] LA attach, HIERBHEEMNC A
BT, BE B S BEEL

XANETFEAE kernel/bpf/verifier.c BARSZHUAN R AR .

3.4 N3G IETR B ThE ?

ST BRE ML TR A S ) R B ORI P S R R e

o WIS WARIH H O %S WAZREE) 55, il EXPORT_SYMBOL_GPL FH5E s E sz ok, ARG
TRl FAT 4 D ek T s o BT .

o HPPES: HPSH R IR IEE 2 LR B, ST uprobe,  HLANTT AT E M K UERR Y PID, E4%
EEITRULR MR E A

4. T F & B8t %)

| H AR5 1 ol 1107/01 - 07/15 | {85 ) i 390 v £ 1
1, FHAHXBRET1107/15 - 07/31 | E 1T AH [ 70 248 1108/01 - 08/14 | g B HH X1 H 8 SCPREL, ik
ARGt 11 08/15 | 2255 rh W1 A% 455 1108/15 - 08/31 | AZ 4 il 5, 4a S A M P At
5 1109/01 - 09/15 | &t HAWTIRE, Foan P 4a e s EUE L, 15 @ WAEb B o, 8 B ik PC 17 X8
FEREL1109/15 - 09/29 | AT H AR DA SR E 1 H S0k 109/30 1 5835 H |

Usage

Installation

To use Lumache, first install it using pip:

(.venv) $ pip install lumache

1.1. =%#REE 9
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Creating recipes

To retrieve a list of random ingredients, you can use the lumache.get_random_ingredients () function:

The kind parameter should be either "meat", "fish", or
get_random_ingredients () will raise an exception.

For example:

"veggies".

Otherwise, lumache.

>>> import lumache
>>> lumache.get_random_ingredients ()
['shells', 'gorgonzola', 'parsley']

API

10
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